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Yes — Configure manually
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o [biSii#%&RY Safe Exam Browser & IR T HEH 4 E R E:

Vi.

Vii.

viii.

Xi.
Xii.
Xiii.

Xiv.

Show Safe Exam Browser download button->1Zf# SEB ¥ fg
TE%R(FERLE SEB BETEERMLER) -

Show Exit Safe Exam Browser button, configured with this
quit link> #7R BB SEB %8R - SR ERMISES I ZMILELS -
Ask user to confirm quitting-> &R SEB I5:0E R SR ERE
BY -

Enable quitting of SEB-> 7t #F B3 SEB -

Quit password-> BEBIZEHS -

Enable reload in exam-> 7 5% 25 22 A1 && (GRI B8 = (3 20 4R B8 R 4R A5
ABEAEE) -

Show SEB task bar>#i7~x SEB T &3l -

Show reload button-> 587~ 2 £ 1% £ (Gl 52 -k £ 3k 49 B& Ef 4% B T
BEAESL) -

Show time-> BRI -

Show keyboard layout> /R EERRERRE -

Show Wi-Fi control> R Wi-Fi %7€ -

Enable audio controls> 78 FF B EE&E ©

Enable spell checking> i FH8E -

Enable URL filtering> 785588 4811k -
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This quiz has been configured so that students may only attempt it using the Safe Exam Browser.
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I The config key or browser e&m keys could not be validated. Please ensure you are us'\n& the Safe Ex_am Browser with correct configuration ﬁle.'
—

l Download Safe Exam Browser 'Launch Safe Exam Browser ll Download configuration ]

mEER

2. FF SEB &R E T B:755% E SEB ER M HZET (5218 Win/Maco)#it: (win 78
& 2.41 hR) https://safeexambrowser.org/download_en.html

= m] X
B vahooS= X @ Safe Exam Browser- Downloac X +
&« C & safeexambrowser.org/download_enhtml B =
@ Safe Exam Browser News  Aboutv  Consoiumv  Download~  Windows~  macOSv  iOS~  Support~

Download L atest Releases

English | Deutsch | Subscribe to RSS Newsfeed | Follow SEB on Twitter

News . . .
Current Versions for Windows, macOS and iOS

About

Consortium Software extensions for supported Leaming Management Systems: Moodle, ILIAS.

Download — Old Releases

Documentation Windows @ Safe Exam Browser 3.1 for Windows

Documentation macOs Safe Exam Browser 3.1.0 for Windows 8.1 and 10

SHRL

1b30bcé620efa70332c2£259c51720absbeafba
Documentation i0S

Download from GitHub project site.

Support This feature update adds basic support for SEB Server, text search for the integrated browser and a first
step towards feature parity of SEB for all three operating systems (Windows, macOS and i0S). Below a
list of the most prominent new features and changes:

Basic support for SEB server.

Text search for browser application

Access restriction for file system dialeg (when downloading or uploading).
Support for Secure Sessions.

Option to reset browser via Quit URL
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4. BERTEEEERNEEE A SEB Configuration Tool

Enter the 3EB adminiztrator password nzed in these sethings:

I

| ]34 | Cancel

5. % SEB Configuration Tool hIfgEESE W & - E1=7%A:General ~ Config
File ~ User Interface ~ Brower - Down/Uploads * Exam ~ Applications -
Network - Security + Registry * Hooked Keys If&E -




% SEB Configuration Tool - DASebClientSetting_1205 seb -
File Revert Settings  Use Settings

= -
53 Config File

Start URL [nvepa://neweach. ym. edu. o ]

Confim password

Allow vser o quit SEB

Qutfiriockpasswerd ||
N

6. & General & "Start Url, % 7E E3 #81t T https:// e3.nycu.edu.tw s °

4" 528 Configuration Tool - CUsers\USER\AppData\Roamin ASebClisntSett 5.seb -

File RevertSettings Use Settings

L r A
L) Gererel Opy Config Fil @ Uset Interface o Browser ‘f Downlpbesds 1 Biam
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. Applications @ Netvork .{Q’Secmty Regshy Hnuked Keys

Statt URL [nevpa://e3 nyen.cdu_ o |

—
3L |hetps: //e2 nycu.edu.tw

—

Administrator password

Allow user b quit SEB

Qutiogicpasaned [
Coréim qut/urlockpasaword |

7. 1£ Config File ™ "Use SEB settings file for... ; 55%1£ Fstarting an
exam g



%" SEB Configuration Tool - C:\Users\USER\AppDataiRoaming' SafeExamBrowser\SebClientSettings.seb

File  RevertSettings Use Settings
- = . File A i A . (‘:a & = py
G | Genral ) Configile [lua] User Interfuce Browser lf DownUplads 7 Exam oA, Applications £77) Wetvork JE} Seowity [T Resioty QNG Hocled Revs

Tse SEB settings file for

Allow to open preferences window on cliert (Mac)

Chooss identity 1o be nsed for encrypting SEE settings fle

None v
Use old asymmetric-only encryption for SEB < 2.2) []

Ts either a cryplographic identity or 2 password or both

Config Fil: Edifing Revert Settings to The Cusrent Settings to.
Open Settings. Defaut Settings Edt Duplicate
Save Settings Local Client Settings Configure Client

Save Seftings As Last Opened

8. 7 User Interface B9 "Browser view mode ; F - 5% Use full screen

mode ; FRIZERRE -

i

" SEB Configuration Tool - C:\Users\USER\AppData\Roaming wserSebClien seb

File  RevertSettings Use Settings

L yr A A 7 P’ *, -
B, Genesl Ogy CoufigFle [a User Lntestace eBmww ‘1 Down/Uplosds { Emm A, Applizations ﬂ’:\ Fetwark ‘y Secusity Regim By mocted ey

| Brovessr visw mode Audio Control
(O Use browssr window [] Ensble swdic controls v
® U il smen mote wi—— ] #ute udio om strtup
(O Touch optimized [ Set initial volme level
Spell Checker
~ [ Allow spell checking (Win supparts Englishonly) ] Allow dictionary lookup (Mac)

L.
S

Browser Window Toolbar
[] Enable browssr window toolbar [ Show menu bar (Hac)
Allow eddress bar for min window (Win)
Allow eddess bar for additions] windows (Win)
Show developer tools in window menw (Win)
Hile toolbar s default (ac)

Taskbar / Dock / Side Menu

Show taskbar / dock [ Show Wi-Fi control (Win)
Show side memn Show reload bution
Show time
[ Show keyboard Jayout
Ensble zoom (WinMac) Zoom mode Win (Ctd-Movswheel)
Enable page z00m @ Thse page zoom.
Enable text zoom. (O Tse text zoom

9. 7£ Brower FHY:
[1] :&%[open in new window] i #&[block when directing to .]’23 -
[2] ZE[Brower security] #&[Delete cache when re-configuring or
terminating SEB(win). This setting is...] 2% -
[(31[4]1[5][6] olliREARDHEERRMAMNEERS -



%" SEB Configuration Tool - C:A\Users\USER\AppData\Roaming', owser\SebClien 5.seb

File RevertSettings Use Settings

: L L
Gewd Oy Config il hﬂi User Interface ‘)Emwm ;f DovnfUploads 1

o tequesting to be opened in a new browser window
block when disecting to & different server

Applications ﬁﬁ Network Iﬂ Security
i

:

New brawser window size and position @Lr agent for decktop mode
Width Horizartal postioning g Deskiop default [Mozdls/5.0 (Windows NT 10.0; WOWE4; rv:52.0) Geckos20100101 Fnrefnx/,l
Custoim
Hegr \ l

Custom desktop user agent string (SEB appends its version number automatically)

ep_smwm e
[] Allow text search. %
Is2r agent (Mac,
[ Allow toolbar of interas] PDF rearler {Win). This ensbles sccess to the print and download dislags.
Delete cache when re-configuring o ferminating SEE (Win). This seting i ignored. i “Clear
tion E: > Session Handli d dl

@ Default (depends on insklled SafariWebKit version)

browses session when sading” in O Costom
estictions in Exen, Windaw Restrictions i Addifiel Windows

Blow svigsting back Aorward n sxam Allow navigating in sddiionsl windows 6 e T

;"}]\J:“‘ ”]';": in e = Sh"ﬂ"w “]f:: "”““"’“?d:‘::xs - @ Toushdetolt  [Moaill3 0 (Windows T 10.0; WOW6A; v 52.0; Touch) Geskof20 100101 F
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O iPad |Mozilel5 0 Pd; CT 05 113 bke Mo OF ) Apule WobKiufiI5.L.15 KH]|
ShowURLS | Hever - Show URLs | Never - O v
"

[ Thse SEB withomt browser window

i st s ther applioation in Kinsk o (for xanplsa vishual dssklop infraststus chisnts T ——

10.7 Down/Uploads & - #& [1] W Mac & & 7057 £ PDF reader 2
# . [2] 2% Download and open SEB Config Files -

" SEB Configuration Tool - C\Users\USER\AppData\Roaming'Saf owser\SebClientSettings0425.seb
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File  RevertSettings Use Settings

A | Ceneral °§§ ContigFile [

Applications @ Wetvork @Sec\m

ry
Registey E Hooked Keys

[ Alow downloading and uploading files

Choose download / upload directory.

Download directory on Mas ‘JDDwnlnarls |

[ Allow user to select custom download J upload divectory

P ;
9) Chaoss file to upload.... (Mac)

by only allowing o wpload the same file downloaded before

[ Download PDF files instead of displaying them inline
Alow using Acrobat Reader PDF plugin finsecure! Mac only)

Download and open SEB Corfig Files

11.7£ Exam ' - [1] s&52%([Use Browser key and Config key] - IZ7E
Browser exam key FEIHBEE KEY BhE) e3 £ - [2] 1 2 [BEIREAERES
FAEE AL seb FRUAIER - seb #&RAIEE - [3] TERAIBRERERMBFR - F4
ERFTERESRE(B RRREIH LR - SXER) -
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%" SEB Configuration Tool - C:\Users\USER\AppDat

File RevertSettings Use Settings

3 (o
G | Gewerl  Oply CoutigFie @Uw(]nﬁr{aﬁ 'Emws&( v‘f Down/Uploads { Exm

Browser Exam Key ¢ Contig Key
The Browser Exem Key and the Config Key ellow to verify different sspects of an exam. They both depenﬂ on
all sonfigretion volues defined for .13, . hey changt Whenever . confiemation velue changes,
s b e ety Erom eachother, bt b ars et it svery BT TF fequed o tivalot Cupy ey
o the according field in your quiz settings {n the exem system having support for SEB 2.0 or krter budlt in.

o)APORTANT Always copy the key(s) as a last step, affer the configuration file was ssved!

25seb

Applications @ Netvork % Security

T
o Handling

Use the following parsmeters to contral whether a browser session is pesisted on disk, e.. to heep voers logzed
in after a reconfigurstion

Clear browssr session when starting an exam of starting SEB
Clear browser session when ending an exam or terminating SEE (prevents deletion of browser cache if deastivated)

Use Browser Exam Key and Config Key

Browser Exam Key

The Browser Exam Key veries the inketgriy of an nslled SEB yersion s well o the conizmlon wed by
an exam client, This meons that this key is ditferent for every conti SEE version used. It c
e oo sonfuemeton vee 3 shome s o o Tront SB1 vopaon o

0772454081 58120850 1 43520 0c0a1d 21 AOAR08c751 4eHbi00169510062da. ‘

quit X EXAIL

Place this Quit Link to the Teedback’ page displayed after an exam was successfuly finished
Clicking that ik will quitor restart SEB without having to enter the quit password.

Ask userto corfim quitting
[ Restart instead of quitting

Config Key

Back to Start Button

The Config Key verifies that an exem clisnt wses the corrert configuration. This meaas that the key
for every confignalion {wnloss they have exacily the sume values). [t only changes when one or o
contiguiation valne(s) change, imespective of the SEE version wsed.

192418 5da e 40646474 2bd64a2h1 8463071 Hedled bddGO6fH 549001 B4G0 1 b4
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Reconfiguring Secure/Bxam Session

llow reconiguring by losding en SEE config fils (whils vsing the client eonfig or during an exam]
the session I seewre (has o qut password seth, indicate the ellowed URL of the new exain ¢
Recontigusing UEL (vilicanl chatacies ™ e be ).

Allow reconfiguring seoureeam ssssion

BEEEZ

Reconfiguring URL

Allowed browser
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USER ebClientSettings0425 seb

File

Revert Settings

A
Genersl @ Config File @Us&rlm&ﬁme 'Emwser v‘f Down/Uplosds 7 Exam

Moritor processes whie SEB s running

Use Settings

Permitied Processes  Prohibited Processes

. 2 *,
Applications @ Network % Becurity Registry Hoaked Keys

[ Mlow switching to third party applications (Mac)
[] Mlow Rash to switch to fullscreen mode (Mac)

B Choose Application

| [ leon in kbr

[ iutostart

[ Aetive Title ‘
Description | |
Ecusble | | =1

[ &llow running in background
[] &llow user to select location of applicstion

Original Name ‘

| [ Force quit sk of data loss)
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) SEB G Tool - C:\Users\USERAppData\Roami bCli ings0425.seb.

File Revert Settings Use Settings
3 3] [N e
Genegal % Config File . User Interface .Emwser "f Down/Uploads

[ Activate URL fitering Filter also embedded content

3

2
K

4

Exam A Appliations @ Network. ' Security

Registry Hooked Keys

Active Regex Expression

Aetion

14,7 Security FoILIRRERRAENZZ(Fh#E)EN - EEZL Win/Mac B=E
olDURHIER D 22 2 fahtlfh DRI E L - 825 ; (3] JLIEER
ERM—TREESEEER - (4] EERES Mac/Win -

% SEB Configuration Tool - C:\Users\USER\AppD:

25.5eb
File RevertSettings Use Settings

— N = "L .
d‘i‘ Generol - Bg Config e User Interface . Browser Jvf DownfUplosds ¢ Exam
SEB Service (Win) 9

[ Tenore SEE Service

, Applications @ Network ' Security

Registry Hooked Keys
O3 specific sstings

Erforce minimal macOS version: |08 X 10.11 EL Capitan

IMPORTANT: The SEB Service changes aspects of the system configuration, e £ 1o lock down the security

[ Disable app switcher when starting (Mac)
T B e [ Force instalation in Appicaions folder [ Alow also user’s ~/Agplications folder
[ Mlowto use S
SEB Sepvioe Polivy

[4] Detect when SEB process was stopped
[ Alow display mimoring (sffects also AirPlay Display)
ATlow Windows Update to ron while SEB is moning

Allow remote session/screen sharing Maximum allowed number of connected displays
Alow notifivations from Chrome browsers [ Use buitin dislay

[ Allow to use dictation
allow to o SEB withat service
allow fo use SEE only with service

Kiosk Mode
(® Create new deskiop

O Disable Explozer Shell

O None (for debugzing onby)

Allow screen capture / PrintScreen
[£] Use piivate clipboard (Mac)

[ Allow to run inside vitual machine
[4] Allow access to application log (Win)
[ Show Ing button in taskbar (Win)

15.7F Registry FEBZE Win 2FHE SRS - TR EMBINEEE A5
M(EEZER VM E5tK) - BhIEEREFE -



%" SEB Configuration Tool - C:A\Users\USER\AppData\Roaming', owser\SebClien 5.seb

File RevertSettings Use Settings
§ | Genersl QY CoafigFile UsecTukrisce | () B "anulm % Bom &4 drplioatione (OB Fevvor | T a5 Hoaked K
| Gene D& onfig e User Interface rowser owen/Uploads ¢ Exm A pplications £} Networ) ety 7 00! ey

Options in the Windows Security Soreen invoked by Ctrl-Alt-Del

Enable Switch user
Enable Lock this computer
Enable Change a password
Enable Start Task Manager
Enable Log off
Enable Shut down
Set VMware configuration
Enable VMware Client Shade
Enable Ease of Access
Enable network connection selector

16.# Hooked Keys '~ aJLAag E TN AE S ELB EERIPRS] - AU t)IR4R &
(Alt+Tab) - BEARE - EFHE(Print Screen) ; EARE F1~F12 ROTNEE
R(HIEALINBEZ M F INBERB I EEMAS A - safliEE - FHREM
HEEINEE

" SEB Configuration Tool - C\Users\USER\AppData\Roaming'Saf owser\SebClientSettings0425.seb

File  RevertSettings Use Settings

= File - A e rid r
L | Gewl gy Coutie ik User Intertace ‘) Browser }f DownUploeds ¢ Exam A, Avplicetions @ Wervork (L) Secniy Reg:m EHWM Reys
9 (2 s

Enable Esc Enable F1
[ Enable Cti-Esc Enable F2
[ Enable At-Esc Enable F3
Enable Afi-Tab Enable F4
[ Enable Alt-F4 Enable F5
Enatle Right Mouse Enable F6
[] Enable PintScreen Enable F7
Enable At-Mousewhes! Enable F8

Enable F§

Enabie F10
Enable F11
Enable F12

17 . ERRR B BH#E File>Save Setting As.. - BEIZEEZRGEMNE -



Configuration Tool - C\Users\USER\AppData\R ’ 25 seb — X
Revert Settings  Use Settinfgs
Open Settings... Ctrl+0 e, Tisex Intesface: a Browser Dounlploads x N mem | §, , Applications €Y Network 2 Security Registy Hoaked Keys
SaveSettings  Ctrl+S ‘f ' A @ Za o
Save Setting i Kawe
e Flle Revert Settings  Use Settini
L] Enable Cur
O natie 55 Open Settings... Ctrl+O
[ Enable At-T:
[ Ersble A7 Save Settings Ctrl+S
[ Enable Right e o
[ Ensbie Pt Save Settings As... °
Enabie Al-M .
Exit Alt+F4
Enable F11
Enable F12
J— &a
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